Detector-device-independent QKD: security analysis and fast implementation
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We present a rapid realization of the detector-device-independent quantum key distribution proto-
col. This protocol features improved security compared to a standard prepare and measure protocol.
Our high-speed implementation allows to exchange 1 kbps of secret keys over 40 km and is still ef-

ficient at more than 90 km.

Quantum key distribution (QKD) enables the secure
establishment of a random cryptographic key between
two users, Alice and Bob'. Its security depends only
on the principles of quantum physics and can be proven
to be information-theoretically secure. However, one still
has to be prudent about potential side-channel attacks in
the practical implementation that may lead to security
failures. For example, it has been shown that with de-
tector blinding techniques, it is possible to remotely hack
the measurement unit of some QKD systems?. Although
it is possible to implement appropriate countermeasures
for specific attacks, one may be wary that the adversary
could devise new detector control strategies, unforeseen
by the users.

To prevent all known and yet-to-be-discovered detector
side-channel attacks, a measurement-device-independent
QKD (MDI-QKD) protocol was proposed®. In this
scheme, Alice and Bob each randomly prepare one of the
four Bennett & Brassard (BB84) states and send it to a
third party, Charlie, whose role is to introduce entangle-
ment between Alice and Bob via a Bell-state measure-
ment (BSM). Alice and Bob do not have to trust Char-
lie since any other non-entangling measurement would
necessarily introduce some noise between them. Unfor-
tunately, with MDI-QKD, achievable secure key rates
(SKR) are significantly lower compared to conventional
prepare and measure (P&M) QKD systems®®. Fur-
thermore, the technological complexity of MDI-QKD is
greater due to the use of two-photon interference, requir-
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FIG. 1: Conceptual setup. PC: polarization controller; PBS:
polarizing beam splitter; HWP: half-wave plate; BSM: Bell
state measurement; FR: Faraday rotator.

ing both photons to be indistinguishable in all degrees of
freedom (DOFs): temporal, polarization and frequency.

We have recently proposed a QKD scheme that over-
comes the aforementioned limitations but is still secure
against detector side-channel attacks®. Our scheme, re-
ferred to as detector- device-independent QKD (DDI-
QKD), essentially follows the idea of MDI-QKD. How-
ever, instead of encoding separate qubits into two inde-
pendent photons, we exploit the concept of a two-qubit
single-photon (TQSP). This scheme has the advantage
that it requires only single-photon interference. Further-
more, it is expected that in the finite-key scenario the
minimum classical post-processing size is similar to that
of P&M QKD schemes.

The conceptual setup is presented in Fig. 1. Alice en-
codes a qubit |Pha) = ay ‘f[> + Ba ‘f/> in the polariza-
tion DOF of a single-photon and sends it to Bob. At
the input of Bob a polarizing beam splitter (PBS) con-
verts the polarization modes into spatial modes such that
the qubit of Alice is converted to a state of the form
[ha) = aa|r)+ Ba |t), where r and ¢ represent the trans-
mitted and reflected path of the PBS, respectively. Then,
Bob encodes a qubit |¢p) = ap |H)+Bp |V) in the polar-
ization DOF of the photon. The same polarization state
needs to be encoded in the two paths. The state of the
photon is then [14) ® | 5).

A BSM is performed by recombining the two spatial
modes via a PBS and applying a projection in the ba-
sis {|+);|—)} on both output arms using two additional
PBSs. |+) and |—) correspond to |H>+2|V> and |H>\;§W>,
respectively. A click in one of the four outputs cor-
responds to a projection into one of the following Bell
states:

[©F) = 1/V2(lr) [H) £ [t) V)] (1)
[W=) = 1/V2(n) V) £ 1t) [H)]. (2)

In order to exchange secret keys, the protocol is the
following. Alice and Bob independently encode states
randomly chosen out of the four following BB84 states
(IH);1V)514) 5 |—)). After sifting, one can not determine
the bit sent by Alice only from the knowledge of which
detector has clicked. Both the result of the BSM and the
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H 0 0 1 1
\Y% 1 1 0 0
+ 0 1 1 0
- 1 0 0 1

TABLE I: Truth table used by Bob to extract the bit values.

Attenuation [dB] ‘ SKR [kbps]

0.28 9.7
2.8 5.3
6.8 1.8

TABLE II: SKR obtained at the output of the system after
distillation of block size of 107 bits for different attenuations.

state encoded by Bob are necessary to retrieve the bit of
Alice, using Tab. I. From this table, we can clearly see
that knowing which detector clicks gives no information
about the state encoded by Alice. Furthermore, there
is no correlation between which detector clicks and the
choice of Bob.

The security of DDI-QKD is based on the following
assumptions: i) Alice and Bob’s random number gener-
ators as well as the classical post-processing are trusted.
This basic assumption is necessary for all QKD schemes,
including device-independent (DI-QKD) protocols. ii)
Alice and Bob’s linear optical circuits are fully charac-
terized and cannot be influenced by any eavesdropper,
commonly denoted as Eve. iii) Eve may exploit imper-
fect detectors via the optical fiber, but she has no physical
access to the detectors, in particular she has no access to
the outputs of the interferometer. iv) The detectors may
have some defects, but are not from a malicious provider.
This means they are independent of Eve.

Our security analsis shows that DDI-QKD and MDI-
QKD are not equivalent. Nevertheless, under the very
reasonable assumptions iii) and iv), it turns out that
DDI-QKD is robust against detector side-channel at-
tacks. We conclude that DDI-QKD is more secure than
a normal P&M protocol.

We performed an exchange of secret keys with com-
plete distillation - i.e. including finite key analysis and
privacy amplification - at three different distances simu-
lated with a variable attenuator. The result are depicted
in Tab. II. We obtained a SKR of 1.8 kbps for an atten-
uation of 6.8 dB corresponding to a distance of 34 km.

We also performed exchange of secret keys for addi-

tional distances without taking into account the finite
key analysis. The corresponding SKRs and QBERs as a
function of the attenuation (converted into fiber distance
considering losses of 0.2dB/km) between Alice and Bob
are plotted in Fig. 2. We obtained a SKR of 8.2 bps at
91 km.

In summary, the DDI-QKD protocol overcomes the
main disadvantages of the MDI-QKD protocol whilst of-
fering an improved level of security compared to standard
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FIG. 2: (a) SKR as a function of the distance. The red squares
correspond to complete distillation of a secret key. The black
curve corresponds to the SKRs measured without taking into
account the finite key statistics. (b) QBER in Z and X basis
as a function of the distance.

P&M protocols. We realized an implementation of DDI-
QKD using a platform capable of high speed operation
in real-time using state of the art low-noise In-GaAs/InP
detectors ideal for long distance QKD.
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