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Abstract

Quantum Key Distribution (QKD), based on fundamental principles of quantum mechanics, plays an
irreplaceable role in national defense, financial and government affairs. Security analysis of QKD
system is of great importance. However, existing studies on modeling QKD system are theory anal-
ysis based. In this paper, we propose a Simulation System of Physical Components (SSPC) in QKD
system which modeling the three key modules: single photon source, quantum channel and single
photon detector. Its parameters of the physical components are configurable. Therefore, solution can
be deployed in different QKD physical systems.
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1 Introduction

Quantum key distribution (QKD)[1], based on fundamental principles of quantum mechanics, is uncon-
ditionally secure. It plays an irreplaceable role in national defense, financial and government affairs.
Field-test demonstrations of QKD networks have been conducted[2, 3, 4, 5, 6].

Security analysis based modeling of QKD system is of great importance in Quantum Communica-
tion. As shown in Figure 1, the structure of a typical QKD system consists of two sub-system, physi-
cal sub-system and post-processing sub-system[7]. However, real-world system implementations differ
significantly from the ideal theoretical representations. Especially the single photon source and the de-
tector have imperfections. Therefore, a majority of existing studies on security analysis are not very
practical[8, 9]. Therefore, quantitatively analysis upon the real QKD system is very critical, especially
to generate the data from the physical components.

Existing studies on modeling QKD systems are theory analysis based. Ryan et al. have proposed
a framework based on OMNeT++ to model quantum optical components[10], Mailloux et al. have
modeled a decoy state enabled QKD system to study the impact of practical limitations[11, 12, 13, 14].
Morris et al. use discrete event system to model QKD system components[15, 16].

However, most of existing models could not generate the data from the physical components. In this
paper, we have developed a Simulation System of Physical Components (SSPC) in QKD. Our research
is focused on getting the simulated data generated by the physical components, and the data is the raw
key. Therefore, we can use SSPC to get the raw key, and then conduct further research.

2 Architecture of SSPC

The physical components of a typical QKD system are shown in Figure 1 which contains laser source,
splitter, phase modulator (PM), phase randomizer (PR), attenuator, optical fiber, photon beam splitter
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(PBS) and single photon detector. SSPC generalize the model into three parts: single photon source,
quantum channel and single photon detector. In SSPC, we can set the specific value of the parameters of
the physical components, therefore, solution can be deployed in different QKD physical systems.

Figure 1: Physical components in a typical QKD system

3 Software simulation and Preliminary results

SSPC consists of two part, Alice and Bob. Both of them are composed of 3 modules, integrated physical
components simulation module, data generation module and data transmission module. The function of
the data generation module and the data transmission at Alice side and Bob side are the same. Random
number is generated in the data generation module and is used to generate the codewords. The TCP
protocol is adopted in the module of data transmission to transmit the codewords.

At Alice side, the integrated physical components simulation module consists of single photon source
simulation sub-module and quantum states production sub-module, which are designed to simulate the
preparation of single photon stream. At Bob side, we simulated the single photon detector and quantum
channel in the integrated physical components simulation module.

We use the code word to express the information carried by the photon. The code word of Alice and
Bob both are consist of 8 bits.In the codeword of Alice, the eighth bit means the base used to generate
the photon, which has two types, 0 and 1; the seventh bit means the key to be carried by the photon,
which has two value, 0 and 1; the sixth and fifth bits means the type of state of the photon, which has
three values, 00, 01, 10, stand for vacuum state, signal state and decoy state respectively; the fourth bit
to the first bit are padding. Therefore, there are 12 different code words at Alice side. In the codeword of
Bob, the eighth bit to the fourth bit are padding; the third and the second bits stand for the results of the
detection of the photon which has three value, 00, 01, 10; the first bit stands for the base used to detect
the photon, which has two types, 0 and 1.

4 Conclusion

In this paper, we propose a method to simulate the physical sub-system of QKD. Which could simulate
the procedure of the production, transformation and detection of quantum states. Using this simulation
system, we could get the data flow extremely ensemble to the data generated by real physical system.
We could change the value of the parameters according to different physical system in our simulating
system. Therefore, solution can be deployed in different QKD physical systems.
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