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In this work, firstly an optical setup for quantum secure direct communication
(QSDC) using differential quadrature phase-shift quantum key distribution (DQPS-
QKD) is presented. The advantages of the proposed setup are:

1) It is fully implementable with current technology.

2) Its security comes from the security of the DQPS-QKD [1,2]. Hence, it is
resistant to all attacks that DQPS-QKD is resistant.

3) At the end of the protocol, besides the message sent deterministically from Alice
to Bob, they also share a key that can be used latter for cryptographic tasks.
Hence, the optical setup permits QSDC and QKD simultaneously. The last
protects the former.

The disadvantages are:

1) The protocol proposed does not prevent Eve of knowing the information sent
from Alice to Bob. Although Alice and Bob will know when Eve attacked, the
information sent during an attack must be discarded. This limitation reduces the
possible practical applications of the first QSDC setup proposed.

2) It employs weak coherent states, hence the transmission of the full information
will require multiple runs of the protocol since many optical pulses will have no
photons. On the other hand, a simple codification can be used to simplify the
protocol realization: each logical ‘0’ (‘1°) is represented by a sequence of n
physical zeros (ones). This repetition code does not decrease the security since it
implies in a longer running of the DQPS-QKD protocol.

Aiming to solve the first limitation, a second optical setup is proposed. In order to
prevent Eve of obtaining useful information, frequency-dependent phase
modulation, coherent and thermal light states are used [3]. Hence, there is an
increase of the complexity of the optical setup but it is still feasible with current
technology.
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