Robustness of round-robin differential-phase-shift quantum-key-distribution protocol
against source flaws
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Abstract—Recently, a new type of quantum key distri-
bution (QKD), called the round-robin differential-phase-
shift (RRDPS) protocol [1], was proposed, where the se-
curity can be guaranteed without monitoring any statis-
tics. In this paper [2], we investigate source imperfections
and side-channel attacks on the source of this protocol.
We show that only three assumptions are needed to prove
the security, and no detailed characterizations of the
source or the side-channel attacks are needed. This high
robustness is another striking advantage of the RRDPS
protocol over other protocols.

Introduction— For guaranteeing the security of the
RRDPS protocol, there are some issues to be addressed
from a practical point of view. These issues arise because
there is a gap between the properties of the actual de-
vices used in QKD systems and the mathematical model
that the security proofs assume, which is also the case for
all QKD protocols. In the case of the RRDPS protocol,
all the security analyses including the original proof [1]
and the recent work [3] have made ideal assumptions on
Alice’s light source, which are hard to realize in practice.
Therefore, to consider the security proof accommodat-
ing source flaws is indispensable toward a practical and
secure implementation of this protocol.

Main results— In this paper, we extend the security
proof of [1] to accommodate the source flaws. Surpris-
ingly, we found that the security can be guaranteed based
only on the three assumptions on Alice’s source. These
assumptions are described as follows. As for Alice’s side,
she employs blocks of L light pulses, and applies phase
modulation 9((1’? (1 < k < L) to each of the pulses de-
pending on a randomly chosen bit aj € {0, 1}.

A1. For every light pulse, the probability of the vacuum
emission for the bit value 0(1), namely, pgk) (O)(pgk)(O))
is upper and lower bounded by py o(1)(0) and pr, o(1)(0),
respectively.

A2. The L pulses contain in total at most vy, photons
except for the probability egc.

A3. There is no quantum and classical correlation among
the sending states, and the system that purifies each of
the sending states is possessed by Alice.

We note that when more detailed characteristics of the
source is available, we can relax the assumption A3 to ac-
commodate any classical correlations among the sending
pulses (see Ref. [2] for details). Importantly, no assump-
tions on the phase modulation 9((1’2) or detailed specifi-
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FIG. 1: Secret key rate per pulse versus distances. The solid
line is for the case of p(()k)(O) = p§k)(0) forall k (1 <k <L),
and the dashed line is for the case of pék>(0) # pik)(O) occurs
for some or every k.

cations of imperfections and side-channel attacks on the
source are needed. Even with these imperfections and
side-channels, we show that the RRDPS protocol can dis-
tribute the key over longer distances (see Fig. 1). These
results show that the RRDPS protocol is highly robust
against the source flaws, which is another striking ad-
vantage of this protocol over other protocols. Moreover,
we found that if the probabilities of emitting the vacuum
state are the same for both bits, the information leak-
age to Eve is exactly the same as the one in the original
paper [1] (see Ref. [2] for details). Even if these proba-
bilities differ, the performance of the key generation rate
is not significantly compromised as shown in Fig. 1.

Conclusions— We have shown the security of the
RRDPS protocol with imperfect light sources and side-
channel attacks on Alice’s source. In our security analy-
sis, the characterization of Alice’s source is simple in the
sense that if Alice monitors only vy, the vacuum emis-
sion probability and the independence among the sending
states, the amount of privacy amplification needed can be
obtained. This means that the security of the RRDPS
protocol can be guaranteed without detailed specifica-
tions of the source imperfections and side-channel attacks
on the source.
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