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Coin tossing (CT) allows two spatially separated mis-
trustful parties, e.g., Alice and Bob, to generate a com-
mon random bit. CT is an important cryptographic
primitive and can be used in many applications, such as
the secure two-party computation. The first classical coin
tossing was introduced by Blum [1] in 1981. Its quantum
counterpart, namely quantum coin tossing (QCT), was
investigated by Bennett and Brassard in their 1984 paper
for the first time[2], henceforth referred to as BB84 QCT.
Unfortunately, as argued in [2] and the following Mayers-
Lo-Chau (MLC) [3-5] no-go theorem, an unconditionally
secure ideal QCT is impossible. However, based on the
laws of quantum mechanics, QCT can achieve a maximal
cheating probability lower than 1, which is impossible for
any non-relativistic classical coin tossing unless unproven
computational assumptions are made [6-12].

There is an assumption in the above protocols that the
practical implementation is perfect. The security may
be completely broken if the imperfections of practical
systems are taken into account. One of the notorious
problem is losses, which makes the early two QCT ex-
periments [13, 14] completely insecure. A breakthrough
method was made by Berlin et al. [15], who proposed
a loss-tolerant QCT protocol (BBBGO09 protocol) that
is completely impervious to loss of quantum states with
single-photon source. BBBG09 has been implemented
with an entangled source [16] and modified for the weak
coherent state source (the modified protocol is referred as
PCDK11 protocol) [17]. The PCDK11 was implement-
ed based on a commercial plug-and-play scheme designed
for quantum key distribution (QKD) with several mod-
ifications [18], considering all the standard realistic im-
perfections.

However, there are side channel loopholes, especial-
ly the detector side channels, in practical QKD that
could affect the security of practical QCT. Take the
detector-blinding attack for example. The principle of
the detector-blinding attack on the practical QCT is as
follows. First, a malicious Alice transmits bright light
into Bob’s detectors to convert them into classical linear
model [19], and then sends a honest state to Bob. Bob
has a successful click only if his basis is consistent with
the sent state. Consequently, Alice can correlate her ba-
sis choice with Bob’s successful detections. Note that
only the first successful detection is used for the post-
processing. Thus, Alice can declare special state she has
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sent to Bob according to Bob’s announced random bit
and her desired coin’s outcome. In this way, Alice has
complete control over the coin’s outcome without being
detected as cheating.

To remove all the known and unknown detector-side
channel attacks launched by Alice in practical QCT
systems, we propose a measurement-device-independent
QCT (MDI-QCT) protocol [20] based on BBBG09, which
benefits from the idea of MDI-QKD [21, 22]. The advan-
tage of MDI-QKD is that the legitimate parties only need
to characterize their state preparations and they do not
need to hold a measurement device anymore. Thus, the
measurement device can be viewed as a black box and
it naturally removes all the detector side-channels. The
concept of MDI-QCT is similar to MDI-QKD in that Al-
ice and Bob only need to know their state preparation
processes and Bob does not have to trust his measure-
ment device. That is to say, Bob can treat his measure-
ment device as a black box and just obtain a Bell state
outcome from it. Combining the outcome with his and
Alice’s announced states, Bob can estimate whether Alice
is cheating with a non-vanishing (but non-unit) probabil-
ity. Adapting MDI paradigm in QCT is not quite an easy
issue, for Alice and Bob in QCT are mistrustful, while
they are trustworthy in QKD. Note that the untrusted
measurement device now is in Bob’s laboratory, which
is also different from MDI-QKD. Considering these dif-
ferences, we emphasize that Bob should shield his source
for preventing both Alice and the untrusted measurement
device from knowing the classical information about his
state preparation.

Our protocol is based on the BBBG09 and we assume
that each party uses a single-photon source for the aim
of completely tolerating losses.

Protocol: MDI-QCT—

1. Alice picks, uniformly at random, a basis « € {0,1}
and a bit a € {0,1}. She then prepares the polarization
state |¢q.q), 1.€.,

|¢a,0) = VYIH) + (=1)% 1 —y|V),
|¢a,1> =V 1- y|H> - (71)(1\/@“/%

where y € (%71), which will be adjusted to make the
protocol fair, |H) and |V') represent the horizontal and
vertical polarization states, respectively. Alice sends the
state to Bob.

2. Bob prepares the state |¢g) (8 € {0,1},b € {0,1})
randomly and independently of Alice. Then, he inputs
Alice’s and his states into a black box to perform a Bell
state measurement (BSM) that projects |¢q,q¢) and |¢g p)

(1)



into a Bell state (see Fig. 1). If the BSM does not ob-
tain a Bell state, then the black box outputs a ”failure”
click. Bob now will ask Alice to restart step 1. Other-
wise, Bob records the corresponding result. Bob needs
only to identify Bell states |[I*) = %(|01> +]10)), im-
plying the black box can only use linear optical elements.
Theoretical probabilities of the outcomes |¥*) for differ-
ent combinations of |@a,q) and |¢s ) are shown in Table
L.

3. Bob sends Alice a random bit & € {0, 1}.

4. Alice reveals {«a,a}.

5. Bob compares {a,a} and {3,b} with the cells in
Table I. If the combination of {a,a} and {3,b} corre-
sponds to the cell with probability 0, then Bob detects
Alice cheating and aborts the protocol. Otherwise, the
outcome of the coin value is x = a P V.

One feature of MDI-QCT is its loss tolerant proper-
ty with single-photon sources. The main reason that
MDI-QCT retains this key property is that neither Bob
nor Alice could use the unambiguous discrimination or
the maximal-confidence discrimination to obtain a high-
er bias than the minimum-error discrimination. The con-
crete proof is given in the attached full paper [20].

The security of MDI-QCT is analyzed in two aspect-
s [20]. First, we discuss the correctness of the proto-
col in noisy environment, which is modeled by the abort
probability when both parties are honest. We find that
the coincidence detections of the BSM make our protocol
more robust against the noise in practical system. Then,
we calculate each all powerful dishonest party’s maximal
cheating probability given that the other party is honest.

The optimal cheating strategy of a malicious Bob is to
perform an optimal measurement to discriminate the re-
ceived states sent by honest Alice, i.e., to obtain a. As the

PBS PBS
¥ BSM| |
| State I I State I H
preparation preparation H
Alice Bob

FIG. 1. (Color online) Schematic diagram of MDI-QCT when
both parties are honest. Here, BS stands for 50:50 beam split-
ter and PBS stands for polarization beam splitter. Alice and
Bob prepare polarization states as Eq. (1) randomly using
single-photon sources. Bob performs the BSM and records
the results for the verification of Alice’s honesty. A joint click
on D1H and D2V, or D1V and D2H, represents a projection
into Bell state |[¥7). And a joint click on D1H and D1V, or
D2H and D2V, represents a projection into Bell state |[¥T).
The red dotted box means that the classical information of
Bob’s state preparation is not leaked to the BSM and Alice.
The grey dotted box represents that Bob does not need to
trust the BSM device.

honest states sent by Alice are no different in form from
those in BBBGO09 [15], dishonest Bob’s optimal cheating
strategy is the same as theirs. For the case where honest
Alice uses a single-photon source, Bob’s maximal cheat-
ing probability is Prp[z] = y [15]. In the above cheating
strategy, a dishonest Bob will deviate the MDI-protocol
to obtain a maximal cheating probability. However, our
protocol is designed only to protect an honest Bob, thus
it is no matter that the advantage of the MDI paradigm
does not exists for a dishonest Bob.

When Alice is dishonest, one important assume is that
Alice builds the measurement device which contains her
cheating device, and gives it to Bob. Bob only needs to
protect the classical information of his state preparation
from leakage to the untrusted measurement device and
Alice. On the other hand, the outcome of the BSM can-
not reveal Bob’s quantum state with certainty. There-
fore, we can let the black box send classical information
to Alice. These are equivalent to that the measuremen-
t device is placed in Bob’s side and Bob announces the
measurement results. Thus, all the detector side chan-
nels are removed. We first introduce an individual at-
tack where Alice places a cheating device to discriminate
Bob’s state in the black box. In this attack, she can bias
the coin with probability Pr'?[z] = 2. Then, we discuss
a coherent attack with the assumption that Alice always
let the black box do BSM. The coherent attack is derived
from the pioneering work of Spekkens and Rudolph [8].
In the coherent attack, Alice can bias the coin with prob-
ability Preghfy] = Z2Vu1y)
BBBGO09 [15].

To make the protocol fair, we can let Pritt[z] =
Prglz]. Thus, we have y = 0.9 for the state prepara-
tion and basis choice processes of the protocol. The bias
of the protocol is 0.4 under this coherent attack.

From this work we can see that some side channel at-
tacks presented in practical QKD can also arise in oth-
er practical quantum cryptographic tasks with mistrust-
ful parties. The MDI-QCT protocol suggests that the
method in MDI-QKD can also be modified to be applied
to mistrustful quantum cryptography. Thus we extend
the scope of the skill of MDI-QKD into a very rich field.
Furthermore, our protocol can increase the transmission
distance if we permit an agent of Bob to perform the
BSM in the middle of Alice and Bob.

We have already proven the security of MDI-QCT a-
gainst a dishonest Alice under a coherent attack. It is
interesting to have a more general security analysis in
the future. Another theoretic research needed is to com-
bine the source flaws into security analysis. Because we
have assumed that Alice’s and Bob’s states are perfect.
It should examine this condition carefully in practice.

In the experiments, MDI-QCT can be modified in a
way like the PCDK11 to be implemented with a weak
coherent state source. Thus, the platforms for the imple-
mentation of MDI-QKD [24-29] is useable, which implies
MDI-QCT can be utilized in practical QCT systems soon.
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TABLE I. Theoretical probabilities of Bell states |¥¥) for different combinations of |¢a,.) and |$s,5). These can be calculated

by the interferences of the honest states at the beam splitter.

|o*) |-

(a) |#0,0) |$0,1) |#1,0) [#1,1) (b) |$0,0) |$0,1) |#1,0) |#1,1)
[Goo)  2y(1—y) 31 —2y)° 0 3 0,0 0 : y(1-y)  5(2y-1)°
o) 5(1—29)°  2y(1—y) 3 0 |b0,1) i 0 12y—1)°  2y(1—y)
|61,0) 0 3 2y(1—y)  1@2y—-1? |¢ro) 2y(1-y) L1(1-2y)? 0 3
|1,1) 3 0 12y—17 2y(1-y) ls11) F(1-2y)7 2y(1-y) 3 0
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