Free-space quantum signatures using heterodyne measurements
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Modern cryptography encompasses much more than encryption of messages in order to keep them secret.
Many other important cryptographic primitives exist, and it is possible to extend the use of quantum key
distribution (QKD) systems to encompass more than the transmission of a secret shared key. One such example
are digital signatures, which are widely used e.g. in e-mail and internet commerce to ensure authenticity and
transferability of messages. Analogous to how the security of QKD is guaranteed by quantum mechanics,
unconditionally secure quantum signature schemes are possible (see e.g. [1]).
Many possible implementations of Quantum Digital Signatures (QDS) are related to QKD in terms of experimental components. However, since the functionalities of QKD and QDS are different, the classical postprocessing, the security assumptions, and the security analysis are different. In the first successful realizations of
discrete variable (DV) QDS [2, 3], signature lengths were prohibitively long, due in part to experimental imperfections, but also since theoretical techniques need developing. To increase data rates and to render QDS fully
compatible with standard telecommunication networks, we here develop QDS scheme where heterodyne measurements replace single-photon detectors [4]. Our scheme is thus closer to a fully continuous variable (CV) QDS
scheme. Heterodyne detection is widely used in classical optical communications, reducing experimental errors
and improving the message transmission rate. Therefore, it may be possible to use a commercially-compatible
real-world experimental platform.
In the simplest scenario, signature schemes involve three parties, Alice, Bob and Charlie. Quantum signature
schemes run in two stages. In a distribution stage, sequences of quantum states are distributed among the
participants. In an entirely “classical” messaging stage, which can occur much later, Alice sends signed messages
to Bob or Charlie. In the type of scheme we employ, Alice first distributes sequences of phase-encoded coherent
states, randomly selected between four possible non-orthogonal states, to the possible recipients Bob and Charlie.
There is one sequence corresponding to each possible one-bit message (0 or 1). The classical information which
fully describes these sequences can be viewed as Alice’s “private keys”. Only Alice has exact knowledge of these
“private key” sequences. Bob and Charlie, or any malicious party, are only able to obtain partial information
about these sequences, no matter what type of quantum measurements they are using. In the messaging stage,
Alice sends the message together with the corresponding private key, that is, the classical description of what
states the corresponding sequence contained. Bob and Charlie compare the private key with their measurement
results and reject or accept the message accordingly. The details of the protocol are presented in [4]. The
main difference to existing schemes is the use of heterodyne detection, i. e., quadrature measurements, for the
“quantum state elimination” in the distribution stage.
We have implemented this quantum signature scheme over a real-world free space link of 1.6 km and developed
a security proof. The required signature sequence length per message bit in this experiment was of the order of
105 , as compared to 109 reported in [3], which is an important step forward. The difference between the required
signature length in the corresponding ideal schemes, not taking experimental imperfections into account, is one
order of magnitude. Until recently [5], all QDS schemes assumed a secure, authenticated quantum channel.
Towards removing this restriction, we have devised another CV QDS scheme based on two non-orthogonal states
and developed a conceptually new security proof, in the spirit of CV QKD schemes. This new scheme, which
uses an unauthenticated quantum channel and is secure against forgery, repudiation and passive eavesdropping
attacks, leads to further decrease in signature lengths and is more robust to losses which is confirmed in the
experiment.
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