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Introduction and motivations

In a general view we can divide the Quantum Key Distribution (QKD) in
two main phases: quantum communication on a quantum channel and postprocessing on a public one. In order to avoid the possibility of a Man In The
Middle (MITM) attack, one of the most important part of a QKD protocol
is the authentication of the public channel, that is the authentication of all
the post-processed informations. This is usually done using a symmetric
Wegman-Carter authentication (WCA) scheme [1]. The main reason of this
choice is related to the unconditional security of the scheme, that takes into
account the existence of adversaries with unlimited computational power.
However, there is an important drawback that should be considered: in order
to start the communication Alice and Bob have to share an initial secret key.
Obviously, since the QKD itself is a key agreement scheme, Alice and Bob
can authenticate each QKD session using part of the last generated key (that
is known by each other). Thus, the pre-shared keys problem concerns only
the first QKD authentication. However, each time the communication stops
due, for example, to a denial attack, Alice and Bob have to find a way to
1

share another key in order to re-start the QKD, that is they can’t use the
same key twice. In practice this is usually done manually, involving expensive
procedures in term of time and money. Another way to address the problem
is by using an asymmetric scheme just for the first authentication, i.e. by
removing the unconditional security requirement in the first authentication
steps. Even if this seems a big drawback, there is one important element we
want to point out: in many practical instances, the QKD is used to generate
short keys that are used with well-studied symmetric encryption such as AES.
This means that, in general, we don’t use the QKD along with unconditional
secure encryption such as the OTP (One Time Pad), due to the necessity
of long-keys generation. Thus, in many practical implementation, QKD is
already used in a not unconditional secure way.
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Our proposal

In this work, we study the possibility of an application of a post-quantum
signature. The chosen signature is XMSS, which is a hash-based one, and
the specific chosen version of the scheme is the new one proposed in [2].
The main strategy is then to use this scheme to authenticate all the postprocessing informations needed to obtain a certain amount of secret QKD
keys. The latter is determined as the minimal amount of secret keys that
we need to start a QKD communication, that is the needed amount of preshared keys used to start a WCA. The WCA will then be used for all the
authentications different from the first.
In order to study the effective applicability of the strategy above, we have
considered a software C implementation of XMSS (based on the Internet
draft [4]) and used [3] as the main example/reference for a QKD public
channel. Then, we have built two examples of a possible application of
the strategy above: in a one-to-one QKD setting and in a multi-link QKD
setting. For both of them we have computed the related timings and the space
requirements of the scheme, always referring to a software implementation.
Finally, we have studied the main differences between the usual WCA and
the XMSS signature, also in relation to the two settings above.
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Our presentation

In our talk we start by presenting a QKD protocol and by explaining the
importance of an authentication step in this latter. We also describe the
WCA, used in most of the QKD protocols, and the security assumptions and
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properties related to it. Then, we focus on the XMSS signature. We explain
the main ideas behind the basic scheme, describe the security properties,
and make a comparison with the WCA. Finally, we present the two possible
applications of the signature in a QKD service channel.
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