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Abstract
Randomness extractors, widely used in classical and quantum cryptography as well as in device
independent randomness amplification and expansion, are functions which generate almost uniform
randomness from weak sources of randomness. In the quantum setting one must take into account
the quantum side information held by an adversary which might be used to break the security of
the extractor. In the case of seeded extractors the presence of quantum side information has been
extensively studied. For multi-source extractors one can easily see that high conditional min-entropy is
not sufficient to guarantee security against arbitrary side information, even in the classical case. Hence,
the interesting question is under which models of side information multi-source extractors remain secure.
In this work we suggest a natural model of side information, which we call the Markov model, and
prove that any multi-source extractor remains secure in the presence of quantum side information of
this type (albeit with weaker parameters). This improves on previous results in which more restricted
models were considered and the security of only some types of extractors was shown.

Motivation
Randomness extractors are of great importance in many applications, ranging from derandomization to
device-independent quantum cryptography. The goal of a randomness extractor is to generate (almost)
uniform randomness from weak sources of randomness. A weak source is usually modelled as a distribution
X over {0, 1}n such that the min-entropy of X is lower bounded by k: Hmin (X) ≥ k. That is, the source
is defined via a probability distribution for which the probability of any string x ∈ {0, 1}n is at most 2−k .
The idea is then to apply a randomness extractor to the weak source, such that the output source Y is
indistinguishable from a uniformly random source.
Unfortunately, no deterministic function can extract the randomness from all sources with a given
min-entropy, even for sources with high min-entropy [2, 3]. The most common ways to avoid this problem
are to consider seeded extractors and multi-source extractors. In the case of seeded extractors one uses an
additional truly uniform (but short) and independent seed, together with the weak source, as the input to
the extractor (see, e.g., [3–5]).
Multi-source randomness extractors are of special importance in applications where a uniform seed is
not available (e.g., in quantum randomness amplification protocols). In the multi-source case, instead of
starting with one weak source X, one considers several independent weak sources X1 , X2 , . . . , Xl for some
l ≥ 2, with Hmin (Xi ) ≥ ki for i ∈ [l], as the input to the extractor (see, for example, [6–10]).
In all types of extractors the randomness present in the weak sources must be lower bounded for the
extractor to work (i.e., a bound on the min-entropy is given as a promise). However, this randomness
inherently depends on the information one has about the weak sources, or to put differently, on the
side information about the sources. For example, extractors are widely used for privacy amplification in
cryptographic tasks. There, the starting point is that an adversary holds some side information E about
the source such that the conditional min-entropy is bounded: Hmin (X|E) > k. The extractor is then used
to transform X to a key Y , which should be close to uniform even conditioned on the side information E.
If the extractor fulfils this requirement it is said to be secure.
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For applications in quantum cryptography and information theory one should consider adversaries with
quantum side information and ask whether an extractor remains secure even in the presence of such side
information. For seeded extractors this question has been extensively studied. In [11] it was shown that
all one-bit output extractors remain secure against quantum side information. It is still unknown whether
all multi-bit output extractors remain secure, but several constructions of seeded extractors with good
parameters were shown to work also in the presence of quantum side information [12–15].
When considering multi-source extractors things get more complicated, even in the classical case. To
see this, consider any one-bit output two-source extractor and let the adversary hold as side information the
output of the extractor Y = Ext (X1 , X2 ). As this is just one bit, Hmin (X1 |Y ) ≥ k1 −1 and Hmin (X2 |Y ) ≥
k2 −1. Furthermore, as the sources are independent even Hmin (X1 |Y X2 ) and Hmin (X2 |Y X1 ) remain high.
Nevertheless, the extractor fails to produce an output which looks uniform given the side information.
This implies that one cannot expect to have multi-source extractors which are secure against any
classical or quantum side information and thus raises the question: under which assumptions on the
structure of the sources and the side information X1 · · · Xl E do multi-source extractors remain secure even
in the presence of E? The main objective of this work is to answer this question. In particular, we define
a natural condition on the sources and the side information for which all multi-source extractors remain
secure in the presence of both classical and quantum side information, but with an increase in the error
of the extractor—the distance from uniform of the output.
Related work. [16] initiated the study of multi-source extractors in the presence of side information.
They considered the case of two sources and an unentangled quantum adversary. More specifically, given
the two independent sources X1 and X2 , an unentangled adversary can hold side information in a tensor
product form ρC1 ⊗ ρC2 such that Hmin (Xi |C1 C2 ) = Hmin (Xi |Ci ) ≥ ki . In this way, the side information
does not break the independence of the sources1 . It was proven in [16] that any one-bit output two-source
extractor remains secure in the presence of unentangled side information. They further show that a specific
construction of a multi-bit output two-source extractor, that of [7], is also secure in the considered model,
by reducing it to the one-bit case.
Recently, another model for an adversary was considered in [17]. For simplicity, we explain here the
model for the case of two sources only. There, the side information of the adversary must be created in the
following way: in the beginning the adversary can have any bipartite quantum state ρE1 E2 , independent
of the sources. To create her final side information ρC1 C2 , she can correlate her state with the sources by
performing an independent “leaking operation” from each source to one of the subsystems. That is, the
leaking operation is a map for i ∈ {1, 2}, Φi : L(Xi ⊗ Ei ) → L(Xi ⊗ Ci ) and the final state ρX1 X2 C1 C2 can
be written as ρX1 X2 C1 C2 = Φ1 ⊗ Φ2 (ρX1 X2 E1 E2 ). For the relevant conditions on the min-entropy see [17].
It was proven in [17] that for multi-source extractors which are strong2 in all but one source, this complex
adversarial leaking operation is in fact equivalent to providing the adversary with side information about
only one source. They prove that several known extractor constructions are still secure when the adversary
holds quantum side information about one of the sources—with an increase in the error of the extractor.

Our contribution – the results and their importance
Our first contribution is a new definition of a quantum-proof multi-source extractor, which is simpler than
previous proposals, and simultaneously more general than all known definitions of extractors for which
constructions exist. The original classical extractor definition requires the sources to be independent, i.e.,
in the two-source case one must have I(X1 : X2 ) = 0, where I(· : ·) denotes the mutual information. If an
1

[16] also considered another model for the adversary, called the bounded storage model, in which an (unproven) assumption is made on the size of the adversary’s storage capacity. In this work we consider only the more general case, where
there is no bound on the adversary’s memory. For more details see [16].
2
An extractor is said to be strong in a set of its sources if even conditioned on all the sources in this set the output cannot
be distinguished from uniform (see formal definition in [1]).
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adversary is present and holds some side information E, we require that the two sources be independent
from the point of view of this adversary, i.e., I(X1 : X2 |E) = 0. This definition is valid for both classical
and quantum side information E. This means that the sources and the side information should form a
Markov chain X1 ↔ E ↔ X2 . For the case of more than two sources a similar Markov-type condition
can be defined and we say that the sources and the side information are in the Markov model. The formal
definitions are in [1].
Compared to previous definitions of quantum-proof multi-source extractors, this has several advantages.
First, it is more general than the previous work of [16], as product side information is a special cases of
Markov chains. Moreover, we consider it much more natural to put a requirement on the structure of
the global state ρX1 X2 E , instead of describing permissible adversarial strategies or leaking models that
generate the side information E as in [17]. Finally, Markov chains arise naturally in certain applications.
Our second and main contribution is to prove that all extractors (weak and strong) remain secure in
this model, both in the classical and quantum case, albeit with weaker parameters. More specifically:


p
Theorem. Any (k1 , . . . , kl , ε)-[strong] l-source extractor is a k1 + log 1ε , . . . , kl + log 1ε , (l + 1)ε2(m−2) [strong] quantum-proof l-source extractor in the Markov model, for m the output length of the extractor.
The formal definitions of the extractors are given in [1]. The important thing to note is that the
min-entropy of the sources needs to be just log 1ε higher (this is the same in the classical case as well). The
p
error itself is (l + 1)ε2(m−2) where l is the number of sources and m is the number of output bits of the
considered extractor. This matches exactly the bound proven in [16, Corollary 27] for the restricted case
of unentangled side information, l = 2, and m = 1. We note that this is also an improvement over the
√
constructions in √
the model of [17], for which the error in [17, Theorem 5.3] for l = 2 is of the form 2m ε,
i.e., an order of 2m worse than ours. In fact, by using our results it is easy to improve the one of [17]
and to show that the extractors considered there actually perform better than proven.
Apart from presenting the Markov model and proving the theorem above, we also contribute on the
technical level. While both [16, 17] use the techniques of [11] for the one-bit output case and then extend
it using a quantum XOR lemma [16], we use a completely different proof technique which is based on the
recent work of [18]. The advantage of our technique is that it also applies to weak extractors, whereas the
techniques of [17] require the extractors to be strong in order to prove that they are secure.
Identifying under which assumptions on the structure of the sources and the side information held
by a quantum adversary multi-source extractors remain secure is especially important for tasks such as
device-independent randomness amplification (DIRA), where one does not have a uniform seed to perform
extraction. As far as we are aware, all current security proofs for DIRA with constant number of devices
either achieve security only against classical adversaries or heavily suffer from other restrictive assumptions
due to use of classical multi-source extractors. Hence, our work can serve as a starting point for finding
DIRA protocols which can be proven secure against quantum adversaries. (See [1] for more details).
Main ideas of the proof. The first main idea of the proof is that instead of considering classical sources
one can consider multipartite quantum states from which the sources can be created by local measurements.
This local structure is used in the next steps to “enforce” the same local structure on the side information
of the adversary (note that while, when studying extractors per-se, it seems a bit weird to transform
the classical sources to quantum ones, when considering the applications in quantum cryptography this
is pretty natural as the classical sources anyhow emerge from some quantum process that usually has
the relevant multipartite structure). Next, we employ ideas from [18] where the security definition of
the extractor is rewritten using operators inequalities. Finally, we show that this new security definition
can be seen as a specific distinguishing strategy when using classical side information of a specific simple
form, and by this reduce the quantum problem to a classical one. That is, security against classical side
information implies security against quantum side information in the Markov model.
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