Finite-key-size effect in commercial plug-and-play QKD system
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We demonstrate the ability of an eavesdropper to control the raw-key size in a commercial plug-
and-play QKD system Clavis2 from ID Quantique, and its effect on security analysis. Experimen-
tally, we could consistently force the system to generate the key outside of the secure regime. We
also test manufacturer’s software update that patches this problem.

INTRODUCTION

Quantum key distribution (QK) [ [2] systems are ex-
pected to provide highly secure keys between two parties
[3, 4]. To fulfill that expectation, every feature, imper-
fection, and loophole both in theory and in physical im-
plementation has to be taken into account. One of these
features is that, with limited resources and time, a QKD
system can exchange a limited length of raw key. In the-
ory, a secret key can be generated if the error rate of the
raw key is known [0 [6]. In practice, that error rate is
estimated by disclosing a small portion of the raw key.
If the raw key sample is finite, estimated variable might
deviate from the one of the raw key. Hence, the secu-
rity of the secret key might be compromised. Finite key
size analysis takes those statistical deviation into account
and modifies the amount of the secret key generated after
privacy amplification. This is done by introducing the se-
curity parameter €, which is the probability that non-zero
secret key has been generated according to the protocol
but the third party may have obtained knowledge [4].

This study is aimed to emphasize the significance of
finite-key-size effects on a practical system. The goal is
to demonstrate the ability of Eve to force the system to
generate a secret key from a raw key size that is smaller
than which was predicted in the system design. As a re-
sult, the asymptotic limit employed in the system might
no longer hold.

EXPERIMENT

The subject of this study is a plug-and-play QKD sys-
tem Clavis2 produced by ID Quantique. More detail and
specifications of the system can be seen in Refs. [7l and
8l The security of this system implemented in the man-
ufacturer’s software is based on the security analysis in
Ref. [l which did not considered the finite-key-size effect.

Under normal operation, the system exchanges the
quantum signal and saves the raw key until the mem-
ory buffers in Alice and Bob of around 2 Mbit are filled.
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FIG. 1. Scheme of experiment

Then, they perform sifting, error correction and privacy
amplification [6l, [7]. One of the features of Clavis2 is
that the system will terminate the raw key exchange pro-
cess if the photon detection efficiency in the quantum
channel drops below a certain value, and perform the
post-processing from the raw key already exchanged until
then. This feature was implemented to compensate the
drift of timing alignment of detector gates [8, [10]. Since
the security proof of the system did not take into ac-
count the statistical deviation of non-infinite key length,
if Eve can force the system to generate secret keys from a
shorter raw key length, she can amplify the effect of the
statistical deviation and may be able to take advantage
of it.

To demonstrate the ability of Eve to force the system
to work with a small key length, we began our experi-
ment by setting the system in a normal operation where
the quantum channel of Alice and Bob consisted of a
2 m long optical fiber and a variable attenuator (OZ Op-
tics DD-100-11-1550) simulating transmission loss of a
longer line and also giving Eve the ability to control it
(see Fig. . We ran multiple sessions of key distribu-
tion. In each session, the attenuator was set to simulate
the normal transmission loss at the beginning of the syn-
chronization phase. We ran three sets of key exchanges
with quantum channel transmission loss of 2, 3 and 4 dB.
During the raw-key exchange phase, we let the system
exchange the raw key for a set period then adjusted the
attenuation so that the total loss in the channel suddenly
became about 40 dB. This reduced the detection rate in
Bob below the threshold and forced the system to ter-
minated the key exchange. After that, the system began
the post-processing out of the raw key that had already
been exchanged. Then the system reported the distilled
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FIG. 2. Secret key rate versus sifted key rate. Black x are experimental results with (a) 2 dB line loss and 3% error rate, (b)
3 dB line loss with 5% error rate, and (c) 4 dB line loss with 6% error rate. Blue (dark grey) line is the infinite key bound.
Red (grey) line is finite-key size bound with ¢ = 107'°. Green (light grey) line is finite-key-size bound with € = 10~*. Secure
key bounds in each sub-figure were calculated separately according to the error rate and line loss of each experiment.

key length for this session. At the same time, we reset
the variable attenuator to the original loss value. The
system returned to the synchronization step [, [10], and
began a new session of key exchange. We varied the de-
lay from the start of raw key exchange phase between
10-280 s before applying the 40 dB loss. The delay was
picked so that the raw key size before termination was
between the system’s minimum threshold of 80 kbit and
the memory limit of 2 Mbit (leftmost and rightmost data
points in each plot in Fig. 2} note that sifted key size
plotted is half the raw key size). The amount of the
raw key exchanged does not depend solely on the ses-
sion duration. Some sessions experienced fluctuations in
transmission and detection rate, which caused a lower key
exchange rate but not below the termination threshold.
Some sessions terminated before we induced the loss, if
the threshold was crossed before that. In this analysis,
we consider the length of distilled key as a function of
sifted key instead of session time duration.

For each session with non-zero distilled key, we
recorded the length of the sifted key, the number of
bits disclosed in the error correction, the error rate, and
length of secret key reported by the system. Next step is
to verify if this data falls under the theoretical bound.

SECURITY VERIFICATION

We formulated the key rate equation for weak-
coherent-state BB84  based on  Gottesman-Lo-
Liitkenhaus-Preskill (GLLP) security proof [1I] which
gives the lower bound of secret key rate under asymp-
totic assumption. For finite key size effect, we used
correction terms based on previous analysis on BB84
system [12 [13]. Note that this equation is the se-
cret key length as a function of sifted key and other

system-reported-parameters.
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where n is sifted-key size, E is error rate per sifted
key reported by the system, leakpc = 1.2h(E) is the
estimated quantity of bits disclosed in error correction
where h(E) is Shannon limit of error correction and fac-
tor 1.2 is the efficiency of the error correction protocol
Bl. A= (““;d%“i) is a correction term where pge; is
the probability of detection and p,,.ie; is the probability
of multi-photon pulse generated by Alice. In this analy-
sis, this term is calculated using Poisson distribution and
average mean photon number per pulse sent by Alice of
0.02. The last four terms are correction terms due to
finite key statistics. The first correction term is the re-
sult of statistical deviation in parameter estimation step
where epg is the probability that the key has more errors
than what was estimated in parameter estimation step.
The second takes account of statistical approximation in
privacy amplification step, where € is the probability of
failure. The third term is for the probability, epa, that
the hash function transforms two different key sequences
into the same final key. The last term takes account of
failure probability, e z¢, of error correction where there is
non-zero error bit left after the correction. The security
parameter € = epg + € + epa + epc [4, 12 13].

After substituting the parameters from the experiment
into Eq. , we obtained a lower bound of secure key
length as shown in Fig. [2 The blue (dark grey) line was
calculated under the asymptotic assumption as used in
the system’s protocol. The other two lines are the bound
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FIG. 3. Experimental result with new software. The line
loss was 3 dB and error rate was 1%. Blue (dark grey) line
is the infinite key bound. Red (grey) line is finite-key size
bound with e = 107'°. A group of X presents results of 8
key distillations. Regardless of our interruptions, the system
retained the raw key exchanged before termination of each
raw key exchange session, and accumulated it until the size
reached about 2 Mbit before proceeding to distillation.

of secret key rate under the finite-key size assumption
(the area below each line gives the secure zone corre-
sponding to the security conditions applied to that plot).
It can be seen from Fig. 2] that the experimentally dis-
tilled key sizes, denoted black X, satisfied the security
criteria for the asymptotic assumption. However, the
experimental results fall out of bound of finite-key size
analysis with values of € up to 107!, This means that
there is a 10% chance that the information of the key
generated under these condition might be leaked to Eve.
In practice, the security parameter ¢ can be picked to
be of the same order as major natural disasters such as
a serious earthquake, volcanic eruption or nuclear power
plant meltdown [I4]. If such disaster happened, it is most
likely that the security of the key would not matter any-
more. For example, the probability of a nuclear power
plant meltdown is 10~* per year, according to the Nu-
clear Regulatory Commission. If our QKD machine gen-
erates two keys every minute or approximately a million
keys a year, one might pick € = 1071° so that the prob-
ability that at least one key leaks to Eve is of the same
order as such disasters [4].

In the middle of our study in 2014, ID Quantique
released a new software patch for Clavis2. This patch
accumulates the key if the key exchange session is
terminated and lets the system perform post-processing
only when the raw key size exceeds a threshold of around
2 Mbit. We performed our experiment and recalculated
our plot using the new parameters acquired from the
system. The result showed that the distilled key is
within the secure bound of € = 10710 (see Fig. [3).

CONCLUSION

We have shown that, by dynamically controlling quan-
tum channel loss, Eve can force the commercial QKD
system Clavis2 to distill a secret key from a shorter raw
key length. We have shown that the key generated from
a sufficiently low raw key size was not guaranteed secure
by the proofs with finite-key-size analysis. We have also
investigated the security update from ID Quantique, and
found that the key generated by the new software is se-
cure under finite-key-size analysis. Our study only covers
statistical evidence from the system against the theoret-
ical bound. An explicit attack that exploits this effect is
still open for future study. Our investigation highlights
the significance of finite-key-size analysis and why this ef-
fect should be included in the implementations of QKD,
especially in commercial systems.
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