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Motivation
• Coherent-state CV-QKD can achieve information-theoretically secure key 

distribution with modest technological resources. 
• It is particularly appealing due to the expectation that the integrated photonics 

implementation of CV-QKD will be easier than that of DV-QKD, resulting in 
greater practicality and wide-spread utilization.

• Conventional CV-QKD protocols require transmission of a high-intensity 
coherent pulse, local oscillator (LO), between Alice and Bob. The shared LO 
is needed to ensure that Alice and Bob use the same reference frame. 

• The requirement for LO transmission is a major obstacle to the 
implementation of CV-QKD. 

• Security problems: There exist side-channel attacks that exploit detection 
using a publicly shared high-power LO.

• Technological issues: Co-transmitting the LO with the signal states requires 
techniques that involve combinations of time-division multiplexing, wavelength-
division multiplexing, and polarization encoding.



Motivation
• Technological issues associated with LO transmission would be especially 

severe for integrated photonics implementation of CV-QKD, since time-
division multiplexing and polarization manipulation and maintenance are more 
difficult on-chip.

§  Transmitting local oscillator no longer necessary 
§  Instead, use reference pulses and reference frame alignment during post-

processing 

§  Simplification of hardware 
§  A real advantage for on-chip implementation 
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When LO transmission is eliminated, the hardware 
simplification is a real advantage for on-chip implementation



New	approach:	SR-CV-QKD
• We have developed a new CV-QKD protocol that eliminates the 

transmission of an LO.
• Instead of transmitting an LO, Alice sends regularly spaced reference pulses

whose quadratures are measured by Bob to estimate Alice's phase reference.
• We call this new protocol self-referenced CV-QKD (SR-CV-QKD)

• Key advantages of SR-CV-QKD:
ü It greatly simplifies the hardware requirements at Alice's and Bob’s since 

it enables them both to employ independent (truly local) LOs.
ü It obviates a key assumption of most CV-QKD security proofs – namely 

that the LO is trusted – and thus provides a more secure implementation 
of CV-QKD.

ü It is manifestly compatible with chip-scale implementation since it only 
requires (low-loss and low-noise) classical optical communication 
components.



How	it	works
• In a physical implementation of the SR-CV-QKD protocol, Alice chooses two 

independent Gaussian random variables (qA, pA), both normally distributed with 
zero mean and a fixed variance VA, and sends Bob a coherent-state signal pulse 
with amplitude qA + i pA.

• She also sends a coherent-state reference pulse with publicly known fixed 
amplitude VR1/2, which is much smaller than that of a typical LO.

• In each round, Bob performs 
homodyne measurement of one of 
the quadratures of the received 
signal pulse.

• He also performs heterodyne 
measurement of both quadratures 
of the received reference pulse.

• The key operation is the estimation 
of the phase difference θ between 
Alice's and Bob's frames.



Estimation	of	phase	difference
Since Bob knows the mean quadrature values of the reference pulse both in Alice's 
frame, (qAR, pAR), and in his own frame, (qBR, pBR), he can calculate an estimate of the 
phase difference:
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Effect	of	quantum	uncertainty
• Since the reference pulse has a relatively small amplitude, its quantum uncertainty 

will produce an error in the phase difference estimate:

• The estimation error φ is a random variable distributed according to some 
probability distribution P(φ). We assume that θ and φ are independent random 
variables, since they arise from separate physical processes.

• The density matrix for the state shared between Alice and Bob before they perform 
any measurements:

• The effect of the (mismatched) reference frame alignment between Alice and Bob:

• The effect of averaging over distributions of random variables θ and φ:
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Effect	of	quantum	uncertainty
• In terms of the covariance matrix, only off-diagonal elements are affected:

• T is the channel transmittance, η is the detector efficiency, 𝜒 is the channel noise 
(referred to the input of the channel), and V = VA + 1.

• The effect on asymptotic key rates secure against individual and collective attacks 
is through the parameter:

• Under reasonable assumptions on P(φ) (symmetric and tight), we derive a tight 
bound on ξ:

• δR = 1 in the single-reference-pulse mode, δR = 0 in the twin-reference-pulse mode. 
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Expected	secure	key	rates
• Using the analysis outlined above, we obtain analytic expressions for 

asymptotic key rates secure against individual and collective attacks.
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Proof-of-principle	experiment
Schematic of our experimental setup (for simplicity, the same laser was used for 
both Alice’s and Bob’s LOs):



Proof-of-principle	experiment
• Our experimental work focused on: 
1. Characterizing the performance of the central element of SR-CV-QKD – signal 

reconstruction through compensation of the drifting phase;
2. Performing a proof-of-principle demonstration of key distribution using the new 

protocol.
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• SR-CV-QKD obviates a key assumption of most CV-QKD security proofs –
namely that the LO is trusted – and thus provides a more secure 
implementation of CV-QKD.

• SR-CV-QKD is manifestly compatible with chip-scale implementation since it 
only requires classical optical communication components. This enables 
miniaturization of CV-QKD hardware.

• Our results, along with demonstrations by other groups, establish SR-CV-QKD 
as a practical protocol with significant benefits in terms of hardware 
simplification and compatibility with integrated photonics.
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Wereport a 100-MHz continuous-variable quantumkeydis-
tribution (CV-QKD) experiment over a 25-km fiber channel
without sending a local oscillator (LO). We use a “locally”
generated LO and implement with a 1-GHz shot-noise-lim-
itedhomodynedetector to achievehigh-speedquantummea-
surement, and we propose a secure phase compensation
scheme to maintain a low level of excess noise. These make
high-bit-rate CV-QKD significantly simpler for larger trans-
mission distances compared with previous schemes in which
both LO and quantum signals are transmitted through the
insecure quantum channel. © 2015 Optical Society of America

OCIS codes: (270.0270) Quantum optics; (270.5565) Quantum
communications.
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The popularity of quantum key distribution (QKD) using con-
tinuous-variable (CV) carriers, instead of qubits, originates
largely from its tantalizing promise of providing higher secret
key rates [1–3]. Since the first experimental demonstration of
Gaussian-modulated coherent states protocol [3], researchers
have progressively extended the secure distance of CV-QKD
[4]. Usually this occurs with the necessity of propagation of
a local oscillator (LO) between legitimate users [4–7], which
is an essential ingredient to achieve the shot noise limit—
the fundamental quantum limit for amplitude, phase, and
timing measurements of optical signals [8].

However, the “nonlocal” arrangement of LOmay cause secu-
rity and compatibility issues on achieving high secret key rate.
On the one hand, almost all of the reported attacks are related
with the security loopholes of LO [9–13]. This is because the
propagating scheme allows Eve to perform intercept-resend at-
tacks bymanipulating the “nonlocal” LO.On the other hand, an
experimental challenge is realizing the ability ofmultiplexing and
demultiplexing LO and quantum signals in the same optical fi-
ber. Unfortunately, this multiplexing scheme would cause intol-
erable “in-band” excess noise because of the photons leakage

from strong LO to weak quantum signal [7,14]. The photons’
leakage may be due in part to the finite extinction ratio of optical
system, but theminimum photons number of LO for CV-QKD
is typically 8 orders of magnitude brighter than the quantum
signal [4–7], in particular for recent implementation of high-
speed shot-noise-limited homodyne detection [14–16]. In fact,
the insufficient LO has become an important issue for long-
distance and high-bit-rate CV-QKD, as it is a long outstanding
problem in high-speed quantum measurement [8].

Recently, Daniel et al. demonstrated a 250-kHz CV-QKD
experiment with a delayed LO (the same laser source as quan-
tum signal) in receiver’s side [17], while another work of Qi
et al. generated a real “local” LO and successfully performed
coherent detection of classical signal with conventional bal-
anced homodyne detectors (BHD) [18]. Both of their works
introduced a self-referenced scheme to compensate the phase
drifts between the LO and signal due to laser frequency insta-
bility and the phase noise associated with the finite laser line-
width of the two independent laser sources. Though the proof-
of-principle experiment of Qi et al. has not demonstrated a
complete CV-QKD, the impressive progress raised optimism
to solve the difficulty of insufficient LO for high-speed and
long-distance CV-QKD.

In this Letter, we report a 100-MHz CV-QKD experiment
over a 25-km fiber channel. We waive the necessity of propa-
gation of a LO between legitimate users, and operate essentially
by employing a “locally” generated LO with an extra laser
source and a 1-GHz bandwidth shot-noise-limited BHD in
the receiver’s side. This approach shows a major advantage with
respect to CV-QKD as there is no need to monitor the shot
noise variance in real time, and it also provides an immense
security advantage over previous proposals in which the propa-
gated LO has become a serious security loophole. Moreover, the
“local” LOmakes the high-speed shot-noise-limited homodyne
detection more flexible by modifying the receiver’s input LO
power, rather than continuing to increase the sender’s transmit-
ting power according to the growing demand of secure distance.

The experimental setup of our CV-QKD scheme is
shown in Fig. 1. In Alice’s side, a continuous wave (CW)

Letter Vol. 40, No. 16 / August 15 2015 / Optics Letters 3695

0146-9592/15/163695-04$15/0$15.00 © 2015 Optical Society of America

Generating the Local Oscillator “Locally” in Continuous-Variable
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Continuous-variable quantum key distribution (CV-QKD) protocols based on coherent detection have
been studied extensively in both theory and experiment. In all the existing implementations of CV-QKD,
both the quantum signal and the local oscillator (LO) are generated from the same laser and propagate
through the insecure quantum channel. This arrangement may open security loopholes and limit the
potential applications of CV-QKD. In this paper, we propose and demonstrate a pilot-aided feedforward
data recovery scheme that enables reliable coherent detection using a “locally” generated LO. Using
two independent commercial laser sources and a spool of 25-km optical fiber, we construct a
coherent communication system. The variance of the phase noise introduced by the proposed scheme
is measured to be 0.04 (rad2), which is small enough to enable secure key distribution. This technology
also opens the door for other quantum communication protocols, such as the recently proposed
measurement-device-independent CV-QKD, where independent light sources are employed by different
users.

DOI: 10.1103/PhysRevX.5.041009 Subject Areas: Optics, Quantum Information

I. INTRODUCTION

Quantum key distribution (QKD) allows two authenti-
cated parties, normally referred to as Alice and Bob, to
generate a secure key through an insecure quantum channel
controlled by an eavesdropper, Eve [1–5]. Based on
fundamental laws in quantum mechanics, idealized QKD
protocols have been proved to be unconditionally secure
against adversaries with unlimited computing power and
technological capabilities [6–8].
Both discrete-variable (DV) QKD protocols based on

single photon detection [1,2] and continuous-variable (CV)
QKD protocols based on coherent detection [9–11] have
been demonstrated as viable solutions in practice. One
well-known CV-QKD protocol is the Gaussian-modulated
coherent state (GMCS) protocol [11], which has been
demonstrated through an 80-km optical fiber link recently
[12]. One important advantage of the GMCS QKD is its
robustness against incoherent background noise. The
strong local oscillator (LO) employed in coherent detection
also acts as a natural and extremely selective filter,

which can suppress noise photons effectively. This intrinsic
filtering function makes CV-QKD an appealing solution for
secure key distribution over a noisy channel, such as a lit
fiber in a conventional fiber optic network [13–15] or a
free-space optical link [16].
However, all existing implementations of CV-QKD

based on coherent detection contain a serious weakness:
To reduce the phase noise, both the signal and the LO are
generated from the same laser and propagate through the
insecure quantum channel [11,12,16,17]. This arrangement
has several limitations. First of all, it allows Eve to access
both the quantum signal and the LO. Eve may launch
sophisticated attacks by manipulating the LO, as demon-
strated in recent studies [18–21]. Second, sending a strong
LO through a lossy channel can drastically reduce the
efficiency of QKD in certain applications. For example,
to achieve a shot-noise-limited coherent detection, the
required photon number in the LO is typically above
108 photons per pulse at the receiver’s end [11,12,17].
With a 1-GHz pulse repetition rate and a channel loss of
20 dB, the required LO power at the input of the quantum
channel is about 1.2 W (at 1550 nm). If optical fiber is
used as the quantum channel, noise photons generated by
the strong LO inside the optical fiber may significantly
reduce QKD efficiency and multiplexing capacity. Third,
the LO is typically 7 or 8 orders of magnitude brighter
than the quantum signal; complicated multiplexing and
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We introduce a new continuous-variable quantum key distribution (CV-QKD) protocol, self-referenced
CV-QKD, that eliminates the need for transmission of a high-power local oscillator between the
communicating parties. In this protocol, each signal pulse is accompanied by a reference pulse (or a
pair of twin reference pulses), used to align Alice’s and Bob’s measurement bases. The method of phase
estimation and compensation based on the reference pulse measurement can be viewed as a quantum
analog of intradyne detection used in classical coherent communication, which extracts the phase
information from the modulated signal. We present a proof-of-principle, fiber-based experimental
demonstration of the protocol and quantify the expected secret key rates by expressing them in terms
of experimental parameters. Our analysis of the secret key rate fully takes into account the inherent
uncertainty associated with the quantum nature of the reference pulse(s) and quantifies the limit at which
the theoretical key rate approaches that of the respective conventional protocol that requires local oscillator
transmission. The self-referenced protocol greatly simplifies the hardware required for CV-QKD,
especially for potential integrated photonics implementations of transmitters and receivers, with minimum
sacrifice of performance. As such, it provides a pathway towards scalable integrated CV-QKD transceivers,
a vital step towards large-scale QKD networks.

DOI: 10.1103/PhysRevX.5.041010 Subject Areas: Optics, Quantum Physics,
Quantum Information

I. INTRODUCTION

Quantum key distribution (QKD), which enables the
generation of secure shared randomness between two distant
parties (Alice and Bob) [1], is the most advanced quantum
technology to date [2–4]. Discrete-variable QKD (DV-QKD)
is the term for well-established protocols that involve
generation and detection of extremely weak pulses of light
(ideally, single photons). Unfortunately, significant techno-
logical challenges still remain in generation and detection of
single photons, although important advances have been
made over the past three decades [4,5]. Protocols for an
alternative approach, continuous-variable QKD (CV-QKD),
were developed more recently [2,6]. CV-QKD utilizes
conjugate continuous degrees of freedom (field quadratures)
of a light pulse prepared in a Gaussian (coherent or

squeezed) state to transmit the signals that constitute the
shared randomness. At the receiver, the quadratures are
measured using shot-noise limited balanced homodyne or
heterodyne detectors, which have the advantage of not
requiring single photon detection and operating at extremely
high detection rates (on the order of GHz). In particular, the
coherent-state CV-QKD protocol has received much atten-
tion because of its promise of achieving information-theo-
retically secure key distribution with modest technological
resources [7–9]. The technical ease of CV-QKD is balanced
by more complex and less efficient -processing schemes for
distilling a shared secret key from the imperfect shared
randomness established during the quantum signal exchange
portion of the protocol. However, with the recent develop-
ment of higher efficiency error correction codes [10–12]
and more comprehensive security proofs [13–15] for
CV-QKD, it is becoming an attractive alternative to DV-
QKD. A particular reason for the appeal is the expectation
that the integrated photonics implementation of CV-QKD
will be easier than that of DV-QKD, and such implementa-
tions are critical for the next phase of QKD development that
is focused on practicality and wide-spread utilization.
A major obstacle to the implementation of CV-QKD,

especially in integrated photonics, is the requirement for
transmission of a local oscillator (LO) between Alice and
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