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Randomness extractors



Randomness extractors
• Functions which transform a large but week source of 

randomness into a shorter uniform distribution

• Used in privacy amplification, randomness expansion…

weak source uniform



Randomness extractors
• Functions which transform a large but week source of 

randomness into a shorter uniform distribution

• Impossible to extract from all sources using a deterministic 
function

weak source

✘

uniform



Randomness extractors
• Option 1: use an independent seed  
 
 
 

• Option 2: use an independent additional source



Two-source extractors

• Two / multi-source extractors

• Needed when a seed is unavailable, e.g., in device-
independent randomness amplification protocols



Two-source extractors
Definition: Two-source extractor

A function                                                                is called a                               
                 two-source extractor if for all          s.t.

•  
•  
•  

we have 

It is said to be strong in      if 



The question at hand



Side information

• In cryptography we care about the side information held 
by the adversary

• The side information can be classical or quantum

• Goal: the output should be uniform even given the side 
information:

• First attempt: allow general side information



First attempt
First attempt: Two-source extractor with side-information

A function                                                                is called a                               
                 two-source extractor if for all             s.t.

•  
•  
•  

we have 

It is said to be strong in      if 



First attempt

• Counter example [KK10]:

•         uniform and independent over n-bit strings     

•   

•                 is not close to uniform given 

• Conclusion: two-source extractors cannot work in the 
presence of general side-information (both in the 
classical and quantum case)



The questions at hand

Under which assumptions on the structure 
of the sources and the side-information XYZ
do two-source extractors remain secure even

in the presence of Z? 
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The questions at hand
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in the presence of Z? 



The goal 

• The goal:

1. Find a relevant (quantum) model for the sources 
and the side-information  

2. Show that multi-source extractors remain secure 
in the new model



Previous works

1. [KK10]:

• Model: product side-information 

• Considered extractors: 

• All one-bit output extractors 

• A specific construction of a multi-bit extractor



Previous works
2. [CLW14]:

• Model: “independent leaking operation”

•  

•    

•  

• Considered extractors: 

• Strong extractors 



Contribution and Results



Two-source extractors
Definition: Two-source extractor

A function                                                                is called a                               
                 two-source extractor if for all cc-states          s.t.

•  
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It is said to be strong in      if 
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The new model
Definition: Two-source extractor with side-information

A function                                                                is called a                               
                 two-source extractor if for all ccq-states             s.t.

•  
•  
•  

we have 

It is said to be strong in      if 



The Markov model

• Quantum Markov model: the ccq-state           is a 
Markov chain                    . That is, 

• Natural extension of product side information

• Interesting for practical application (?)

• So… Are there good extractors in the classical / 
quantum Markov model?



Extractors in the Markov model

Theorem
Any                 -[strong] two-source extractor is 
a                                               -[strong] classical-proof 
two-source extractor in the Markov model.

• All extractors work! 

• The parameters are a tiny bit weaker



Extractors in the Markov model

Theorem
Any                 -[strong] two-source extractor is 
a                                                                  -[strong] quantum-proof 
two-source extractor in the Markov model, where      is the 
output length of the extractor.

• All extractors work! 

• Loss in parameters (depending on output length) 

• In many cases this still leads to good constructions



What’s more!

• Similar results for any number of sources 

• A bound on the smooth min-entropy (rather than the 
min-entropy) is sufficient 

• Explicit constructions 



Open questions



Open questions

• Are there more general / relevant models in which all 
extractors remain secure?

• Do extractors remain secure when                        ?

• Is our theorem tight? Is the         loss in the error of the 
extractors necessary (for an arbitrary extractor)? 

• What happens when the side-information is super-
quantum (non-signalling)?
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Thank you!
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